
What do you do when 
an employee quits 
and/or  goes to work 
for the competitor.  
 

 



   What is your company’s policy: 

When an employee quits 

When an employee is fired 

 



Are you an inside network 
Administrator or an outside 
Administrator? 

 



Most of the time you are at the 
mercy of the people you work for.   

Talk with them. 

Explain to them that you have to be 
informed on anyone living the 
company as soon as possible.  



What rights did that ex-employee 
have? 

Where is his/her profile? 

Does he/she have a backup drive or 
folders on the server? 

Where is his/her email kept?   



Does he/she have excess to the 
network from an outside source?  

Does he/she have excess to the 
company internet or intranet? 

Does he/she have excess to other 
third party programs (training, 
sales, finance, etc.)? 



 This is always a hard question to answer. 

 If you work for a large company that has a 
lot of employee turn over, what to do? 

 If you are a small company, what to do? 

 If you are outside contract, what to do? 



Most large companies, (Micron, 
Albertsons, Hewlett Packard, etc., they 
already have people trained in 
computer forensics. 

They also have to deal with e-Discovery. 

Most large companies already have 
computer forensics enterprise 
programs. 

 



 Electronic discovery (also called e-discovery or 
eDiscovery) refers to any process in which electronic 
data is sought, located, secured, and searched with the 
intent and/or network of using it as evidence in a civil 
or criminal legal case.  



eDiscovery is usually easier than the 
normal computer forensic 
examination.   

Your knot usually looking for what 
someone is hiding. 

You are mostly look for allocated files 
and not deleted/overwritten items 
unless the attorney is asking for that. 
 



 Electronic discovery, or "e-discovery", refers to 
discovery in civil litigation which deals with 
information in electronic form. In this context, 
electronic form is the representation of 
information as binary numbers. Electronic 
information is different from paper information 
because of its intangible form, volume, transience, 
and persistence. Also, electronic information is 
usually accompanied by metadata,  

http://en.wikipedia.org/wiki/Discovery_%28law%29
http://en.wikipedia.org/wiki/Civil_litigation
http://en.wikipedia.org/wiki/Metadata


 which is rarely present in paper 
information. Electronic discovery poses 
new challenges and opportunities for 
attorneys, their clients, technical 
advisors, and the courts, as electronic 
information is collected, reviewed and 
produced. Electronic discovery is the 
subject of amendments to the Federal 
Rules of Civil Procedure which are 
effective December 1, 2006.  

http://en.wikipedia.org/wiki/Federal_Rules_of_Civil_Procedure
http://en.wikipedia.org/wiki/Federal_Rules_of_Civil_Procedure


Normally you are looking for 
documents and e-mails. 

The attorney or court will give you a list 
of text searches and search for those 
items only. 

Normally you are searching over a large 
amount of computers. 



 

• EnCase Enterprise 

• AccessData Enterprise 

• Wetstone’s LiveDiscover™ Forensic 
Edition- Live Forensic Discovery 

• Cyber Security Technologies 
OnLineDFS  

 

 
 







 Live forensic network mapping                                             

 Live forensic vulnerability assessment 
 

 Live capturing of system information including: 
 

 IP addresses  

 MAC addresses  

 System type  

 System name  

 Operating system information  

 User account information  

 Running services  

 Network devices  

 Computer/network shares  



 Recognizes Windows, Unix, Linux, Macintosh, VMS, Novell, OS/2, and 
Sun operating systems and much more  

 Forensically maps workstations, servers, switches, CD servers, 
jukeboxes, online storage, etc.  

 Investigator tailored easy to read graphs and reports, with a user 
interface that is intuitive and easy to understand  

 Modify or add custom vulnerability scripts, making LiveDiscover FE 
extensible  

 Receive e-mail when an extensive system scan identifies critical 
information  

 Remote detection of system status including running services, attached 
devices, printers and more  

 Forensic detailed report generation  

 





EnCase 

Forensic Tool Kit 

X-Ways 

Forensic Explorer 









Write down the date and time from 
the BIOS. 

Remove hard drive  

Store in locked safe place. 



Backup Tapes with Profiles 

Exchange Server (file headers 
for e-mail) 

 

 



 Wrongful termination suits 
 Employee is fired, six months later sues 
 Network Systems people add new user on same 

computer or ghost new image onto computer.  

 Theft of trade secrets 
 Employee quits and goes to work for competitor, taking 

all of his past work papers 
 Sometimes employee hacks into his old company and 

downloads all the data he can find   



When a employee leaves get them 
out of the network system asap 

Image the hard drive or remove it 
from the computer.  Write down 
the computer’s date and time and 
label the employees hard drive or 
image.  Hard drives are cheaper 
than the law suit.  

 


